Encr}'ptimn prmduct considerations

Architecture

Backup
software

Eneryption
appliances

Fabric switches/
Director blades

Tape drives
and libraries

Key benefits

- Available for free or with
optional license

» Can encrypt to any backup
target (disk or tape)

- Selectively encrypt all or
some of the data

- Uses existing backup
application

» Creates random, near

unbreakable encryption keys

* Compresses and encrypts

data on purpose-built ASIC

- Can encrypt data to any
target storage device

« Uses current backup
infrastructure

* Compresses and encrypts

data on purpose-built ASIC

- Can encrypt data to any
target storage device

* Managed as part of SAN
fabric

» Uses current Fibre Channel

(FC) SAN infrastructure

- Backup software and
operating system agnostic

« Easiest to implement and
configure

* Encryption APIs may be
available to third-party
software

» Encryption built-in on
new tape drives

- Encryption a licensed
option on tape libraries
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Key considerations

* Encryption key may be user
created

- May create up to 20%
performance impact on client

» Media server encryption
requires separate license

* Hequires same backup software
on all servers

* Without compression, will
increase size of backups

» Compresses and encrypts data
inline

» May become bottleneck in high-
volume environments

» If appliances are clustered,
more complex to manage

* Encryption appliance at DR site
recommended

* Third-party encryption key
manager software needed

» Compresses and encrypts data
inline

* Data encrypted on all ports

» May become bottleneck in high-
volume environments

* Only works with FC SAN-
attached devices

» External software needed to
turn encryption on and off

» External software needed for
random key creation

* Requires current generation of
tape drive/library

Coempanies should use when. . .

- Can encrypt data outside of
normal backup windows

* Clients can withstand overhead
and longer backup windows

» Can offload encryption overhead
to media server

* Only using one backup software
product

* Need a common enterprise key
management system

* Need to exchange encrypted data
with business partners

» Possess multiple backup software
products and storage devices

- Want to continue to use existing
backup infrastructure

* Encryption appliances not desired

» Possess multiple backup software
products and storage devices

- Want/need to manage encryption
as part of FC SAN fabric

» APIs are available for third-party
encryption key managers to use

» Buying new tape drives

» They can encrypt data outside of
normal backup windows

» Multiple backup products but one
corporate tape drive standard

*These are general benefits and considerations, but not necessarily applicable for every product within each architecture.



