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Tiered Storage in 4 Lessons

Lesson 1 — Introduction & Business Requirements
Lesson 2 — Data Classification for Tiered Storage
Lesson 3 — Creating a Tiered Storage Strategy
Lesson 4 — Justifying the Strategy to Management
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What is a Tiered Storage Strategy?

« Atiered storage strategy places data on storage tiers
that meet business needs at appropriate cost levels
for each category of data

« Tiered storage delivers major benefits quickly

+ ILM then addresses data movement over the life cycle

“ILM is comprised of the policies, processes, practices, and
tools used to align the business value of information with the
most appropriate and cost effective IT infrastructure from the
time information is conceived through its final disposition.
Information is aligned with business requirements through
management policies and service levels associated with
applications, metadata, and data.”

- SNIA Data Management Forum, October 12, 2004

[CONTOURAL Copyright © 2005 Page 3
For use ony as a workbook for Tiered L




Tiered Storage Benefits

* Reduces storage costs

* Delivers better service levels on the
most critical data

 Enables cost-effective compliance with
data retention rules and regulations

* Reduces risk of data loss and litigation

exposure
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Reasons Why Tiered Storage Projects
Fail and/or Cost Too Much

Inability to get around “my data is too important to move off of Tier 1”
user mindset

Focusing on technology before business and legal requirements
Not including process costs / liabilities in total costs
Using the wrong storage technology

Trying all-or-nothing approach instead of focusing on tactical wins
based on a well designed strategy

Start with the business requirements, not the technology
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Tiered Storage Project Steps

KICK-OFF DISCOVER CLASSIFY ARCHITECT IMPLEMENT

Core Team Collect & Define Map Data Gap Analysis
Selection Analyze Info: Application Classes to and Data
Business Needs, | Data Groups, | Storage Migration (or

and

Education Applications, Data Classes,  Services and Deletion)
for Data Sets, Service Level Tiers (with TCO

Common Infrastructure, Objectives menu)

Framework Processes

« Establish a common conceptual framework for the core team:
Tiered Storage School is a good start!

» Understand the business needs before focusing on the storage
architecture

« Define data classes and service level objectives, then provision
storage services and tiers to meet those requirements
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Balancing Business Requirements

Policy and Compliance|

IT Strategy

Litigation
Discovery|

Focusing on one misses the others.
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Kick-Off your Project for Success

* Select a small core team of key stakeholders
*  Operations Staff
* Architects
+ Business Representatives (IT or Super users)
* IT Management
» Educate your team with an initial kickoff
* Introduction to storage tiering (lesson 1)
+ Definition of Terms
» Discovery Goals (see lesson 2)
» Necessary resources
* Time frames and schedules
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Data Growth Driving Storage Costs Higher

Over 93% of business information is in digital format
(UC Berkeley)

[amm s neam
|

70% is never printed

Unstructured
File systems (Word, Excel,
PowerPoint, etc.)
Video, Audio, Photographs
Semi-structured T
Email and instant messages | —ee
Medical images
Content repositories
Indexed data
Structured
Relational databases
ERP & CRM records

Digital data just keeps growing!
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Regulatory Compliance Requirements for
Electronic Data

21CFR UK
11 GMP
United States:
Gramm-Leach-Bliley Act (GLBA) SB 1386
Europe:

Data Protection Act (UK) and similar laws implementing
EU Directives

Regulations impact all industries and regions
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Ultimate consequence of breach of retention duty: costly
ancillary litigation

Experienced litigators believe it's better to have all electronic
documents than to delete them

[CONTOURAL Copyright © 2005 Page 11
Foruse only a5 3 workbook fo Tiered 2l

Litigation Discovery Requires Retention

E-mail messages, Word files Increasingly the focus of
discovery

Courts stipulate discovery costs borne by record holders
Zubulake v. UBS Warburg LLC, No. 02 Civ. 1243 (SAS), 2003 WL 21087884 (S.D.N.Y. May 13, 2003)

Location of electronic documents irrelevant -- servers,
PST files, back-up tapes, CDs, home computers

Duty to retain may attach before lawsuit filed
Lewy v. Remingion Arms Co. 636 F.2d 1404 (8ih Cr. 1988)

Adverse jury instructions if intentional or even negligent
loss of electronic documents
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Business Productivity Requirements

Application Performance needs for customer facing and
revenue producing systems

Uptime of systems prioritized by revenue or business value
— What is the business impact of downtime?

Scheduled Downtime for Maintenance, upgrades, or re-
provisioning

Information access- native interfaces, reports, XML

Easy access to documents greatly increases productivity but
may increase costs if the right tier is not selected




Example — Health Care Enterprise

Company:

Challenge:

Actions:

Result:
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ABC Healthcare Services

Infrastructure for email not meeting regulatory,
litigation readiness, and corporate requirements

Email retention policy development, archive
architecture definition, technology evaluation, RFP
and vendor selection, message archive
deployment

Aligned infrastructure with corporate business and

compliance needs, while improving service levels
and reducing costs
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Example — Retail Store Chain

Company: XYZ Retailing
Challenge: Immature storage infrastructure not meeting
business requirements for DR, HA, SLA, and
provisioning
Actions: Application / storage inventory, application data
grouping, data classification, gap analysis and
remediation plans — including tiered storage, HA
clustered servers, and improved backup
Result: Higher service levels, reduced risks, lower costs
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Conclusions

» The growth of electronic data is driving costs higher,
even with the reduction in storage media costs

« Tiered storage can enable cost-effective retention and
management of electronic documents and data

« Data retention requirements are increasing due to
litigation discovery and compliance regulations

* A strong kickoff is essential for success

+ Start with a business needs assessment to define the
overall policy and service level objectives

» Next step: data classification
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